recruitment techniques employed by terrorists. Only then can we develop effective tools to
combat the attractiveness of their message.

Success in this ideological struggle demands that we explain more effectively our values,
ideals, policies, and actions internationally and support moderate voices willing to confront
extremists and discredit radicals.

We must employ all elements of U.S. national power, including public diplomacy,
development, and democracy-building programs, to address the conditions which terrorists
exploit and to counter extremist propaganda and recruiting.

Challenges to Protecting the Homeland

We must do more to understand the tools and methodologies employed by extremists and
how radicalization occurs, and offer alternative messages. Mobilizing Americans to spread
good will in their communities will help reduce receptivity to radical and violent behavior.
Terrorists continue to target vulnerabilities in our transportation sectors. We must improve
air, land, sea, and border security to counter those who wish to enter the United States
illegally.

We must increase the resilience and security of our critical infrastructure, especially our
transportation systems, to reduce national vulnerabilities and deny terrorists targets.

We will continue to improve law enforcement capability, including greater and more
effective collection and reporting of intelligence, without encroaching on the privacy and
civil liberties of Americans, to interdict terrorists before they strike the Homeland.

Challenges Securing Weapons of Mass Destruction

Terrorists have openly declared both their desire to develop and intent to employ weapons of
mass destruction against the United States, our partners, and our interests around the world.
We must remain vigilant in our efforts to deny terrorist access to WMD.

We will face the challenge of marshaling all elements of national power and influence,
employing the best efforts of local, State, and Federal governments in full partnership with
both the private sector and our partners abroad.

We will continue to advance domestic and international efforts to deny terrorists access to the
materials and expertise required to fabricate a WMD device, deter terrorists from employing
WMD, and actively disrupt their ability either to acquire WMD or introduce WMD into the
Homeland.

Challenges to Building Partnership Capacity

A key challenge is partners’ political will. We will use diplomatic engagement, international
and regional fora, and incentives and sanctions to encourage partners to strengthen their will
and ability to combat the terrorist threat.

We must continue to work with international partners, including the United Nations and the
G-8’s Counterterrorism Action Group (CTAG), to coordinate assistance efforts that
maximize resources and enhance capacity to those who need it most.
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